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Abstract—In this paper, we present new techniques to detect Though ARP poisoningis considered “old school”, it still
interposition attacks on stream-based connections in loteand dangerous today [7]. Such attacks are increasingly prevale

wide area networks. The approach developed here is general ; o ; ;
enough to apply uniformly to all circumstances where the man- and highly publicized in the media [8], [9], [10], [11], [12]

in-the-middle attacker achieves interposition by corrupting higher-
layer to low-layer address mappings. Thus, both the problem of
local area network interposition through ARP poisoning, ard Many solutions are proposed in order to detect such attacks.
the problem wide area interposition through DNS poisoning & The most direct approach is to have static ARP tables [13],
addressed as special cases of our work. Like other solutions and this is pursued by programs like anti-arp [14]. However

that reside between Layers 3 and 4 (e.g. IPSEC), our technigqs . . - . .
enjoy the property that they do not require redesigning legacy ©OPINIONS differ as to the merits of this strategy [15] partély

software, as is the case for approaches that reside above lery4 With respect to configuration overhead [13]. Another apphoa
(e.g. SSL/TLS). Unlike IPSEC, however, the developed syste taken by systems like Arpwatch [1], [16], is to monitor for

is tailored only to the detection of interposition attacks, and changes in ARP replies, and email notifications of observed
thus circumvents the overhead and complexity introduced in changes. However, such email may be intercepted, missed

guaranteeing stream confidentiality and integrity. We desibe th inient be | iti h the d f
the design of the system, demonstrate its efficacy, and prale a or the recipient may be In a position where the damage o

B. Defenses Against ARP Poisoning

publicly accessible prototype implementation. ARP POisoning can be qUICkIy mltlgated DHCP SnOOping is
another solution vector and is frequently implemented as a
|. BACKGROUND hardware solution. In this approach, the network devicg&ee

This paper addresses the problem of interposition attackstiack of the MAC address/port bindings of clients when they
which interposition relies on corrupting higher-layer twk  request an IP address. All attempts to send false ARP rexjuest
layer address mappings. We begin by describing the two mase then blocked to prevent clients from becoming poisoned
important concrete instances of this phenomenon. [17]. This approach has its weakness as well, since actual

o MAC addresses themselves can be changed or spoofed to a
A. ARP Poisoning valid MAC address. ArpOn is another software solution that

Address Resolution Protocol (ARP) enables dynamic defitirrors like the aforementioned architecture. ArpOn masag
nition of the map from IP address to the link layer (MACaIl ARP protocol options, and replaces ARP utilities. Since
address for network devices. ARP cannot be static sinitekeeps its own cache of MAC addresses, ArpOn can ignore
machines may need to change their IP addresses as needeuiflicting MAC addresses [18].
unfortunately, this aspect of the protocol is readily eitploe. .

When sending packets on the LAN, the destination MAE: DNS Poisoning

is resolved from the destination IP using ARP. The senderDNS poisoning is another example of a serious threat
issues an ARFPRequestproviding the IP, and the intendedthat is based on corrupting higher-layer to low-layer adsire
destination replies with it's MAC, which is then cached amappings, and is a high profile threat frequently receiving
the sender for some finite time. A “man-in-the-middle” aktacpublic attention [19], [20], [21], [22], [23], [24]. One way
based on ARP requires (1) periodically flooding the netwotkat DNS poisoning occurs is when the attacker requests the
with requests/replies for the victim's IP and the attackersinformation for a particular domain. If the server does not
MAC address in place of the victim's and send them oufntain the information in its cache, it will need to look inet

on the network every few seconds, and (2) enabling packetormation at a higher-level DNS server. However, because
forwarding on the attacker’s machine in order to avoid aKsirthere is no restriction on where the answer comes from,
hole” and allow the victim to continue new and existing coran attacker can send false information to another domain.
versations [1], [2]. There are many tools for packet in@eti The only technical obstacle is that the attacker must use the
[3], [4], [5], [6] so instrumenting this attack is straightfvard. same transaction ID (XID) when sending the information as



was provided with the request. Although they may not knoimtroduces protocols such as SSL/TLS above OSI Layer 4).
what that XID is, there is no restriction on the number dfVe address (1) by first implementing a permutational covert
attempts. With the latest DNS flaw the attacker’s chances afannel superimposed on the IP packet stream, and using this
success increase greatly [22], [23], [24], [25]; severallgo covert channel to carry all traffic for the Remote Address
are available to make DNS poisoning easier [3], [26], [22)erification Protocol. The second concern is addressed by
After the last major patching incident for DNS, the protocaiaking sure that all information sent over the covert chinne
was modified to include a random source port [23], [25], [27} digitally signed by the sender. This makes it effectively
together with the XID, so the attacker has a much hardenpossible for the intermediary to corrupt the messages sen
(though still not intractible) task of guessing the XID whemver the covert channel, and thereby sabotage the operation
sending fake information to the DNS server [23], [25]. the Remote Address Verification Protocol.

Given this deduction ab initio, we summarize our approach
concretely as follows: Each party in the connection regkate

As in the case of ARP poisoning, the most direct approaglnds its (digitally signed) beliefs regarding the lowagrer
against DNS poisoning is to use static IP addresses for higidress of the remote endpoint over a permutational covert
risk domains in the hosts file of the users computer. Howevehannel that is superimposed over the overt TCP/IP stream.
this ARPANET-throwback is hardly a credible solution foeth Upon receiving this covert communication, the receiving.en
dynamic modern Internet. Secure Sockets Layer (SSL) apéint verifies the sender’s signature, and then comparewiits
domain certificates are often implemented as a defensesdgajdical (authoritative) lower-layer address what the renpatey
DNS Poisoning. In this approach, when the user connectsHgs sent over the covert channel. Under normal auspicious
an interposed site, they see a warning that the site cetéficgjrcumstances, the two lower-layer addresses will agrae; b
does not match. In practice two problems arise [23], [25]: (} they remote system’s beliefs are determined to disagite w
most users either do not notice these warnings or just sk |ocal authoritative lower-layer address, the systespords
through them, and (2) since certificate authorities vatidat according to a system-wide policy (e.g. the event is logged,
sending an email, if the user’s mail server has been hijackee connection is closed, or the local human user is alerted
the attacker can generate valid certificates for their nal& to the fact that there is an interposition attack in progress
site. Another approach is attempted by OpenDNS [28], whigfhd that the data being received may have been altered by an
purposely blocks harmful domains. However, since domaifigermediary).
can pop up suddenly, there is a small interval during which Figure 1 shows how the system operates normally in the
a domain is not known as harmful and is not yet blocked iycal area. Machinel92. 168. 1. 101 believes the lower-
OpenDNS. Also, as we have seen with the latest Kaminsjgyer MAC address of the remote pe#®2. 168. 1. 102
DNS flaw, OpenDNS will not protect against exploitable flawg pe 00: BO: DO: 86: BB: F2, and so communicates this,
in the DNS protocol itself, since OpenDNS is also vulnerablgigitally signed, to the remote hodt92. 168. 1. 102 via
to such flaws until it is patched. the covert channel. Likewise, machir92. 168. 1. 102
believes the lower-layer MAC address of the remote peer

Il. SYSTEM DESIGN
o » 192.168. 1. 101 to be 00: BO: DO: 86: BB: F1, and so
We deduce our approachb initio. Interposition attacks .,mmunicates this, digitally signed, to the remote host

frequently rely on deliberate corruption of higher-layetdw- 195 168, 1. 101 via the covert channel. The IP stack at each
layer address mappings. Concrete examples include pogonog; receives the covert communication, verifies the sigeat
ARP tables to enable local area interposition, and wide arggng the sender's public key (retrieved from the Certiéicat
interposition attacks based on DNS poisoning. To detedi SUgthority based on the higher-layer IP address of the remote

man-in-the-middle attacks it suffices for each endpointéo tyeer) |t then verifies that the remote peer's beliefs cdieci
able to verify that it's beliefs regarding the lower-layeldeess it the local authoritative MAC address.

of the remote peer are valid. The ultimate authority capable|, (e event of a local area interposition attack due to ARP
of verifying such beliefs is the remote peer itself. Howeveboisoning, the situation is as shown in Figure 2. Both magin
two issues arise in the design and implementation of such 88> 1638 1. 101 and192. 168. 1. 102 believe the MAC
Remote Address Verification Protod®AVP): address of their remote peer@9: 0B: AD; BA: DB: AD and
1) How can each endpoint communicate its beliefs {@mmunicate this, digitally signed, to each other. The lst
the remote peer “in band”, i.e. without introducing &t each host receives the covert communication, verifies the
new higher-layer protocol that would in turn necessital§ignature using the sender’s public key (retrieved from the

D. Defenses against DNS Poisoning

software modification, and _ _Certificate Authority based on the higher-layer IP addrdss o
2) How can one prevent the attacker from tampering witihe remote peer), and then detects that the remote peeeésbel
address verification protocol's messages? do not coincide with the local authoritative MAC address.

The first concern is driven by the desire to develop a compieven if the interposing attacker is aware of the covert ckann
hensive solution which will retroactively provide integiion and the details of its implementation, they are unable to
detection for legacy TCP/IP applications without requgrinreliably alter the MAC address that is conveyed over the dove
any code modifications (as is usually required when ombannel, because these messages are signed by the sender;
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Fig. 2. Interposition in the LAN. do notcoincide with the local authoritative IP address. Even
if the interposing attacker is aware of the covert channel
) ) o o and the details of its implementation, they are unable to
integrity violations would be detected by the recipient angjiaply alter the IP address that is conveyed over the tover
count towards the evidence of an interposition. channel, because these messages are signed by the sender;
Figure 3 shows how the system operates normally in thigegrity violations would be detected by the recipient and
wide area. Machinel i ent . j j ay. cuny. edu believes the count towards the evidence of an interposition.
IP address of the remote peserver. googl e. comto
be 216. 239. 51. 99, and so communicates this to the re-
mote hostser ver. googl e. comyvia the covert channel. In this section we describe the covert channel that we used
Likewise, machineser ver. googl e. com believes the IP in our system. The operation of the channel is based on
address of the remote peetient.jjay.cuny.edu to the simple observation that TCP provides a reliable in-orde
be74. 205. 89. 35, and so communicates this to the remotransport layer data stream over the unreliable networkrlay
hostcl i ent . jj ay. cuny. edu via the covert channel. The IP datagram service. Moreover, since TCP is designed to be
IP stack at each host receives the covert communicatioabust to out of order network layer packet delivery, we can
verifies the signature using the sender’s public key (netde artificially permute IP packets before they leave the squrce
from the Certificate Authority based on the domain name afhd read the permutation at the destination. The choice of
the remote peer). It then verifies that the remote peer'®fseli permutation is used to encode a covert value, and the seguenc
coincide with the local authoritative IP address. of chosen permutations, in turn, encodes the covert message
In the event of a wide area interposition attack due to DN&pplying such permutations does not adversely affect TCP’s
poisoning, the situation is as shown in Figure 4. Both mashinability to reconstruct the higher layer transport layeradat
client.jjay.cuny.edu and server. googl e.com stream. Suppose we want to transmit a covert messgage
believe the IP address of the remote peefiés 22. 7. 59 consisting of a sequence ofbits
and communicate this, digitally signed, to each other. The |
stack at each host receivgs thg Cgvert communication, e®rifi C=Co-CroooCiver O - Oy
the signature using the sender’'s public key (retrieved frotm machineA. We begin by determining bif’; of the covert
the Certificate Authority based on the domain name of theessage tol. For each covert bit, we allow two IP packets to
remote peer), and then detects that the remote peer’s delddstinationA to go through. IfC; = 0, we ensure that the two

IIl. CHANNEL DESIGN



packets are in ascending order by IP ID(Jf = 1, we ensure covert channel having a bit error rate ©651%. While this
that the two packets are in descending order by IP ID. Thus, significantly less efficient compared to the theoretjcall
we transmitC' by taking the nex2n IP packets submitted by optimal permutational channel, it provides certain adages:

TCP for A: o The scheme requires delaying at most one IP packet
(when the covert bit that needs to be transmitted is a 1),
Fo, Pry..., Py Poig1y ..oy Pan—a, Pop—1. and does not require delaying any IP packets (when the

covert bit that needs to be transmitted is a 0). Amortizing,

if the covert message consists of roughly equal Os and 1s,

expected queue depth (s5 packets.

« Packet re-ordering producéscalized corruption in the
covert bitstream: If two sequential packets arrive in
reversed order (because of network effects), this produces
on averagea one bit error of the covert message received.

« Packet loss produces eith&rcalized corruption in the

PyPy--- Py PryPis covert bitstream, or large scale corruption that is recog-
are sent out (2 at a time) according to the order: nizable: If an even nl_meer of packets are lost, this causes
the corresponding bits of the covert channel to be lost;
if an odd number of packets are lost, a framing error

The question of whether packefs and 2i + 1 arrive in exhibits itself as a burst of 0-valued covert bits.
ascending or descending IP ID order determines the value oMore efficient permutational schemes are certainly possibl
covert biti. Figure 5 shows the character ‘J’ being transmitteifiough in practice they require queueing more IP packets

The decoding of the covert message can be deduced by
considering the sequence of IP IDs and computing the first
derivative of successive pairs: a negative first derivasige
nifies a 1 while a positive first derivative signifies a.

For example, let us see how letter 'J’ (hé@x4a, binary
0100 1010) can be encoded in a suitable permutation of
16 IP packets. Sixteen queued packets

Py Py P3Py Py Ps Ps Py Py Pg Pro P11 P13 Pio P14 Pis.

over a sequence of 16 IP packets. prior to their transmission, which causes TCP to retransmit
the same segment repeatedly, and since RFC 2988 follows
St e [ Anti=juggler Received Karn’s_algorithm for tak_ing_ RTT samples TCP is deprived of
5| . _ e an estimate of round trip time (RTT) and interprets the delay
1‘31 01 a4 o 4] as extreme network congestion, backing off the retransomss
12 L ﬁ L ig timer exponentially as per Van Jacobson’s algqrithm [29 T
1(1) o = 1] pet effect is that the throughpl_Jt (of the legitimate cha)mel
5 - g“ - ;ﬁ is reduced tremendously, effectively to zero. A more dethil
8 g ] 8 account of real-world tradeoffs in permutational covedrmhel
Z ol ; ol ? design was described by the authors [30].
. ol o] s IV. RESULTS
2 L § L] X PERMEATE-MITM was released as an open source project,
(1) o = ] and a version of it is publicly available from Sourceforge
- B ] 0] at htt p:// perneat e. sour cef orge. net. The archi-
cion ‘ . v o tecture of PERMEATE-MITM is depicted in Figure 6 below.
Covertbits Covertbits The covert channel is used to send fixed size (covert) frames
JT T ASClZDIOIOTo BINARY 9774 ASCII = 01001010 BINARY separated by an end of frame marker (8 covert zeros followed
Fig. 5. Transmitting ‘J’ over a sequence of 16 IP packets. by 8 covert ones followed by 8 covert zeros). Each frame

contains a signed MAC and/or a signed IP address, which

A coarse upper bound on the capacity of such a covést encoded to be free of any occurrence of the end of
channel can be computed by noting that if the covert chanriedme marker. Linux Netfilter forwards all outbound traffic
gueuesn IP packets and then permutes them before senditty PERMEATE-MITM's juggler module (viai p_queue),
them, it can encodbg, (n!) = O(nlogn) bits of information which acts a transparent proxy queueing pairs of outbound
for everyn packets sent in its choice of permutations. In ouP packets and shuffling them based on the covert message
scheme, however, each bit in the covert message is repeelsetd be sent (the signed local belief concerning the remote
by the placement ofwo IP packets. The covert channel thugndpoint’s lower layer address). Linux Netfilter also fords
exhibits a throughput of /2 covert bit per legitimate packet. all inbound traffic to PERMEATE-MITM’s anti-juggler mod-
With IP packets of around76 bytes, the bit rate of the covertule (viai p_queue). As incoming packets are received, the
channel is expected to be approximatefy 152 fraction of the numeric values of their IP IDs are saved until the end of
bit rate of the overt channel. In actuality, TCP overheadsedu frame marker is seen on the covert channel. Then, the previou
the covert channel to achieve only approximatef3039 of frame’s worth of saved IDs is decoded, the signature is eerifi
the overt channel throughput. We affirmed this analysis and decoded to obtain information specifying the remote
several experiments—for example over ad5 Mb/s overt peer’s belief concerning the recipient's lower layer addre
TCP connection, we were able to superimpos2.fd Kb/s This belief is validated against authoritative local imfation



about the recipient’s lower layer address. Repeated ewé&len
of disagreement between remote beliefs and local factdtsesuy;; | | gep, “On the lookout for dsniff: Part 1 [Online]. Aulable:
in a diagnosis of interposition and action as per systermrewid

policies. In our system, “repeated evidence” was taken to Hél

three consecutive corruptions; this threshold critersondeded

3

to make the diagnosis since the occurrence of (overt) packet

reordering/loss results in corruption/loss of covert,bitaking
it possible for the verification to fail for natural causeseaot
because of deliberate interposition. In practice, we fotlvad

(4]
(5]

we were able to detect interposition attacks (executed en tH6!
LAN using Ettercap) when three framed signed MAC/IPs ha(fl7]
been sent covertly in both directions between the endpoints
On average, this requires the transmission of approximatelel
1.12 megabytes of overt traffic between the hosts. If there i@]
significant traffic between the hosts (e.g. 10% utilization o

a 10Mb/s LAN) the entire verification occurs fairly quickly[10]

(approximately 8.9s). Faster link rates yield proportieha

faster detection times; regretably, the technique is not @s)

responsive when traffic rates between the hosts is low.
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Fig. 6. The architecture of PERMEATE-MITM.

V. CONCLUSION AND FUTURE WORK
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[22]
(23]

[24]

In this paper, we present new effective techniques to deteg)
interposition attacks on connection streams that applynin a

circumstance where the man-in-the-middle attacker aekie
interposition by corrupting higher-layer to low-layer adss
mappings. We demonstrated that the scheme is an effective

Y26)

way to address both ARP and DNS poisoning simultaneoudf/]
and does not require redesigning existing software. The PFSs)
posed system addresses tistectionof interposition attacks in [29]

order to circumvent the full overhead and complexity regdir
for stream confidentiality and integrity. We demonstratesd

(301

efficacy, and provide a publicly accessible prototype imple

mentation of the system. Future efforts will involve extengd

the system to make it more responsive in low traffic situaion
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